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4 Design considerations

4.1 Safety objectives in design

4.2 Strategy for risk reduction

4.3 Determination of required performance level (PLr)
4.4 Design of SRP/CS

4.5 Evaluation of the achieved performance level PL and
relationship with SIL

4.6 Software safety requirements

4.7 Verification that achieved PL meets PLr
4.8 Ergonomic aspects of design

5 Safety functions

5.1 Specification of safety functions

5.2 Details of safety functions

6 Categories and their relation to MTTF b of each channel,
DCavg and CCF

6.1 General 6.2 Specifications of categories
6.3 Combination of SRP/CS to achieve overall PL

WDRBASEEFE

4 Overview [New]
Flowchart Figure 3 [updated to new organization]

Risk assessment of the machine [ISO 12100] [4.1 & Figure 1]
[4.2]

Risk reduction using a SRP/CS [Bridge document ISO
22100-2]

5 Safety functions [5.1]

5.1 General

5.2 General description of the safety function

Annex of detailed safety functions [5.2]

6 Design considerations

Determination of required performance level (PLr) [4.3]
Design of SRP/CS [4.4]

Parameters (Evaluation of the achieved performance level
...)[4.5]
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7 Fault consideration, fault exclusion
8 Validation

WDBHA S

7 Software safety requirements [4.6]

7.1 General

7.2 Software safety requirements

7.3 Software safety requirements specification
7.4 Requirements for software architecture
7.5 Application software design and development
7.6 Software testing

8 Verification that achieved PL meets PLr [4.7]
9 Validation [9]

9.1 Validation principles

9.2 Validation by checking

9.3 Validation by testing

9.4 Validation of the SRP/CS
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9 Maintenance
10 Technical documentation
11 Information for use

Annexes
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10 Maintenance [10]

11 Technical documentation [11]
12 Information for use [12]
Annexes
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4 Overview

4.1 General approach

4.2 Contribution to the risk reduction by the control system
4.3 Risk reduction using a SRP/CS

4.4 Principle methodology

4.5 Required Information

4.6 Application level

5 Specification of safety functions

5.1 General

5.2 General description of the safety function
5.3 Detailed description of the safety function
5.4 Specification review

CD#ERX

4 Qverview
4.1 Requirements for risk assessment and risk reductions

4.2 Contribution to the risk reduction by the control system
4.3 Risk reduction using a SRP/CS

4.4 Principle methodology

4.5 Required Information

4.6 Application level

5 Specification of safety functions

5.1 General

5.2 Safety requirements specification (SRS)

5.3 Additional requirements for safety functions

5.4 Determination of required performance level (PLr) for each
safety function

5.5 Review of the safety requirement specification
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6 Design considerations

6.1 Determination of required performance level (PLr) for each
safety function

6.2 Design of SRP/CS

6.3 Evaluation of the achieved performance level PL and
relationship with SIL

6.4 Combination of SRP/CS to achieve overall PL
7 Software safety requirements

7.1 General

7.2 Safety-related embedded software (SRESW)

7.3 Safety-related application software (SRASW)

7.4 Software-based parameterization

CD#& Rk
6 Design considerations
6.1 Design of SRP/CS

6.2 Evaluation of the achieved performance level PL and
relationship with SIL

6.3 Combination of SRP/CS to achieve overall PL of the
safety function

6.4 Software based manual parameterization
7 Software safety requirements

7.1 General

7.2 Software levels

7.3 Software Level A

7.4 Software Level B

7.5 Software Level C

22
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Table 11 — Different levels of software

WD1FITMH 5CDHEITET HW Embedded (SW) Application (SW)
Level A*2 | Definition Pre-assessed for Pre-assessed for LVL (SRASW)
functional safety (e.g. | functional safety (e.g. IEC
IEC 61508) 61508)

Requirements | According to not applicable (embedded LVL7.1.3to
manufacturer SW cannot be modified by 7.1.10
instruction the user)

Level B® | Definition General Purpose IEC 61131-3 LVL (SRASW)

Requirements | Diversity required for | Diversity required for PL LVL7.1.11to
PLc,dand e (see Table | ¢, d and e (see Table 13) 7.1.20
13)

Level Cc | Definition Application specific LVL
FVL
Requirements | Diversity required for LVL7.1.3t07.1.10
PLe (see Table 17) FVL7.1.21to 7.1.30

- Use of a pre-assessed hardware with internal software designed for safety applications: Typically the use of module
based programing which limits the inputs and outputs to & pre-defined set of values, including a combination of
modules (see Figure 14). For the design of modules using LVL see Figure 15.
NOTE For the design of modules not using LVL see Software Level C.

b Use of hardware with internal software designed for the application of LVL software, but not explicitly designed for
safety application.

€ Use ofalanguage other than a limited variability language (LVL). Typically in an embedded software application.




FARIEE) R

WD1H1TH b CDHFEITE T
WD1F1TEFHE AL

8 Verification that achieved PL meets PLr
9 Ergonomic aspects of design

10 Validation

10.1 Validation principles

10.2 Validation record

10.3 Validation by analysis

10.4 Validation by testing

10.5 Validation of safety requirements specification for safety
functions

10.6 Validation of the safety function

10.7 Validation of the safety integrity of the SRP/CS
11 Maintenance

12 Technical documentation

13 Information for use

CD#&RX

8 Verification that achieved PL meets PLr
9 Ergonomic aspects of design

10 Validation

10.1 Validation principles

10.2 Validation record

10.3 Validation by analysis

10.4 Validation by testing

10.5 Validation of safety requirements specification for safety
functions

10.6 Validation of the safety function

10.7 Validation of the safety integrity of the SRP/CS
11 Maintenance

12 Technical documentation

13 Information for use

13.1 General

13.2 Information for SRP/CS integrator

13.3 Information for end-user
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Annex A (informative) Determination of required
performance level (PLr)

Annex B (informative) Block method and safety-related block

diagram

Annex C (informative) Calculating or evaluating MTTFD
values for single components

Annex D (informative) Simplified method for estimating
MTTFD for each channel

Annex E (informative) Estimates for diagnostic coverage
(DC) for functions and modules

Annex F (normative) Measures against common cause
failures (CCF)

Annex G (informative) Systematic failure

Annex H (informative) Example of combination of several
safety-related parts of the control system

Annex | (informative) Examples
Annex J (informative) Software
Annex K (informative) Numerical representation of Figure 5

CDIERK

Annex A (informative) Determination of required performance level
(PLr)

Annex B (informative) Block method and safety-related block
diagram

Annex C (informative) Calculating or evaluating MTTFD values for
single components

Annex D (informative) Simplified method for estimating MTTFD for
each channel

Annex E (informative) Estimates for diagnostic coverage (DC) for
functions and modules

Annex F (normative) Measures against common cause failures
(CCF)

Annex G (informative) Systematic failure

Annex H (informative) Example of combination of several
subsystems

Annex | (informative) Examples

Annex J (informative) Software

Annex K (informative) Numerical representation of Figure 12
Annex L (informative) EMC immunity requirements
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Annex L EMC Immunity requirements
(Informative)

The following routes provide guidance to fulfil EMC immunity requirements for an SRP/CS:

Route A: Follow the EMC requirements of the relevant product standard (see IEC 61000-6-7, 4.1, 1=
sentence);

Route B: For PL, a and b, follow the EMC requirements of IEC 61000-6-2;

Route C: For PL, ¢ and d, implement all “mandatory” EMC measures and enough other EMC

measures to achieve a score of at least 70 (of possible 100) according to Table “EMC" (see IEC
61000-6-7, 4.1, Note 1);

Route D: Follow IEC 61000-6-7 or other generic EMC standards for functional safety.
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ISO/CD 13849-1:2018(E)

Detemmination of the limits
ofthe machinery (see 5.3) b

Hazard identification
(see 5.4 and Annex B) b

v

This iterative nsk reduction process shall be carried
out separately for each hazard, hazardous situation,
under each condition of use.

YES
" . . b RN ———
Risk estimation (see 5.5) ssssssnsf pick analysis §
nn ui amnnan T —

Risk evaluation (see 56) b
Are
NO other hazards
generated?

Has
the risk been
adequately reduced?®
(adequate risk reduction:
see Clause 6)

b

Documentation

(see Clause 7) b | —] END

At each step of the tterative process: risk estimation, risk

Can evaluation and, if applicable, risk comparison.

the hazard

be removed? Step 1
Risk reduction by 15 the
inherently safe intended
design measures risk reduction
Can b achieved?
6.2
the risk (see 62)
be reduced YES
by inherently safe g
design
measures?
Siep 2
Can Ris:freduci‘i;:l»n by Is the
the risk YES LR intended
be reduced by guards, Im plementation of risk reduction
pratective complementary achieved?
devices? protective measures
(see 6.3) D
Step 3
Can Risk reduction by Is the
the limits information for use intended
be specified risk reduction
again? (see 6.4) b achieved?

8 The first time the guestion is asked, it is answered by the result of the initial risk assessment
b refers to 150 12100:2010

Risk reduction by safeguarding may be realized by SRP/CS which execute safety functions. In this case ISO 135849
applies, see Figure 3.

389
390 Figure 2 — Schematic representation of risk reduction process including iterative three-step
391 method according to ISO 12100:2010

© IS0 2017 - All rights reserved 13



402
403

Risk reduction by
safeguarding
Implementation of
complementary
protective measures
(see 6.3 of 1SO 12100)

Figure 1

Can the risk be
reduced by interlocked guards,
protective devices?

Details

ISO/CD 13849-1:2018(E)

Figure 1

Is the
Intended risk reduction
achieved?

For each selected

protective measured
Is the control system

with safety functions selected
as arisk reduction?

Identify the safety functions to be performed by SRP/CSs
L]

For each safety function specify the required
Characteristics (see 5.2}

L]

Determined the required performance level

PLr (see 5.2 and Annex A)
|

1]

Design and technical realisation of the safety function:
Identify the safety-related parts which carry out the
safety function (see 5.4 and consider inherently safety
design measure for control system by 1SO 12100}

Evaluate the performance level PL (see 6.2) considering:

* Category (see 6.2.2)

¢ MTTF, (see 6.2.3)

DC (see 6.2.4)

CCF (see 6.2.5)

Systematic failure (see 6.2.6)

If existing: software of the above safety-related parts

(see Clause 7)

+ "Basic safety principles (see [SO 13849-2:2012 Table A.1, B.1,
C.1andD.1)

When applicable:

+ Well-tried safety principles (see 3.1.49)

e Well-tried components (see 3.1.50)

Software of above safety-related parts (see Clause 7 and AnnexJ)

Verification
of PL for the safety functions: is PL=PL:
(see Clause 8)

No

Validation: (see Clause 10)

Have all safety functions
been analyzed?

yes

Figure 3 — Designing a SRP/CS in accordance with ISO 13849-1
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