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The main changes compared to the previous edition are improvements and as follows:

specification of the safety functions (clause 5);
software (clause 7);

validation (clause 10);

combination of several subsystems ;

management of the functional safety (Annex G.5) ;

EMC immunity (annex L);

additional information for safety requirements specification (annex M);

avoiding of fault avoiding measures for the design of safety related software (annex N);

safety-related values of components or parts of the control systems (Annex 0).

2nd DIS& Y $h¥%
“- Avoiding of fault avoiding ...” (X8 IE¥ &

ERMNODELGEER

TEERMLEH (BEE5)

Y7 b7 (BEFT)
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EMC A 22=F« (MEZL)
REERTHREDEMEFER (MHEEM)
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3 Terms, definitions, symbols and abbreviated terms 3 Terms, definitions, symbols and abbreviated terms

3.1 Terms and definitions 3.1 Terms and definitions

3.1.1 safety—related part of a control system 3.1.1 safety—related part of a control system

3.1.39 Proven in use 3.1.58 grey box
3.2 Symbols and abbreviated terms 3.2 Symbols and abbreviated terms
Table 1 — Symbols and abbreviated terms Table 1 — Symbols and abbreviated terms
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FREMDEEZ (R¥)
3.1.2
machine control system

system which responds to input signals from parts of machine elements, operators, external control equipment or any
combination of these and generates output signals causing the machine to behave in the intended manner

Note 1 to entry: The machine control system can use any technology or any combination of different technologies (e.g.
electrical/electronic, hydraulic, pneumatic and mechanical).

3.1.3
safety requirements specification
SRS

specification containing the requirements for the safety functions that have to be met by the safety-related control system in
terms of characteristics of the safety functions (functional requirements) and required performance levels

[SOURCE: IEC 61508-4:2010, 3.5.11, modified, information from 3.5.12 included]

12/7/2021
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FREMDERE (R
3.1.49
well-tried safety principle

principles that have proved effective in the design or integration of safety-related control systems in the past, to avoid or
control critical faults or failures which can influence the performance of a safety function

Note 1 to entry: Newly developed safety principles can only be considered as equivalent to well-tried if they are verified
using methods which demonstrate their suitability and reliability for safety-related applications.

Note 2 to entry: Well-tried safety principles are effective not only against random hardware failures, but also against
systematic failures which can creep into the product at some point in the course of the product life cycle, e.g. faults arising
during product design, integration, modification or deterioration.

Note 3 to entry: Table A.2, Table B.2, Table C.2 and Table D.2 of ISO 13849-2:2012 address well-tried safety principles for
different technologies.

3.1.50
well-tried component

component-successfully used in safety-related applications
Note 1 to entry: See 6.1.11 for requirements and ISO 13849-2 for a list of recognized well-tried components.

12/7/2021
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4

4.1
4.2

4.2.2

4.3

4.4

Design considerations

Safety objectives in design
Strategy for risk reduction

Contribution to the risk reduction by the
control system

Determination of required performance level
(PLr)

Design of SRP/CS

12/7/2021
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o A~

4.1

4.2

4.5
5.3

4.3
4.4

Overview
Design considerations

Risk assessment and risk reduction process
at the machine

Contribution to the risk reduction

Required information
Determination of required performance level
for each safety function

Design process of an SRP/CS
Methodology
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4.5
45.1

452
453

454

4.5.4

Evaluation of the achieved performance level PL and relationship with SIL
Performance level PL

Mean time to dangerous failure of each channel (MTTFD)
Diagnostic coverage (DC)

Simplified procedure for estimating the quantifiable aspects of PL

Description of the output part of the SRP/CS by category

12/7/2021
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6.1
6.1.1

6.1.2

6.1.3

6.1.4
6.1.5
6.1.6
6.1.7

6.1.8

6.1.9

6.1.9.1

6.1.9.2

6.1.9.3

6.1.9.4

Evaluation of the achieved performance level
General overview of performance level

Correlation between performance level and safety integrity level

Architecture — Categories and their relation to MTTF of each channel,
average diagnostic coverage and common cause failure

Mean time to dangerous failure
Diagnostic coverage

Common cause failures
Systematic failures

Simplified procedure for estimating the performance level for subsystems

Alternative procedure to determine the performance level and PFHD without
MTTF,

General

Preconditions

Inputs and outputs

Logic
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5 3RRAE AR 2nd DIS
4.6 Software safety requirements 7 Software safety requirements
7.1 General
Limited variability language and full
7.2 variability language
7.3 Safety-related embedded software
7.4 Safety-related application software
7.5 Software-based manual parameterization
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4.7 Verification that achieved PL meets PLr

4.8 Ergonomic aspects of design

12/7/2021
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Verification that achieved performance level
meets required performance level

Ergonomic aspects of design
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= [X]1 Overview of risk assessment/risk reduction
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Figure 1 Overview of risk assessment Tk redection
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= [X]2 Schematic representation of risk reduction process including
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= [X]1 Integration of ISO 13849-1 within the risk reduction process of ISO 12100
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Does the selected risk reduction
depend on
the control system?

IS0 12100
Step 2

Risk reduction by
safeguarding

Implementation of
complementary
protective measures

intended risk

Is the

reduction
achieved?

Figure 1 — Integration of ISO 13849-1 within the risk reduction process of ISO 12100
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= X2 Overview of the risk reduction process for each hazardous

situation
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= [X]3 Overview of the risk reduction process for each hazardous
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= X3 Iterative process for design of safety-related parts of = [X4 Iterative process for design of safety-related parts of control systems
control systems

L
Evaluate the perfnrmanc:a level PL Evaluate PL
(see 4.5) consldering: : Eﬁ%ﬂw Egii}
- category (see Clause 6) . DC o {6:1:5]
- MTTF, (see Annex C and D) « CCF (6.1.6)
- DC (see Annex E) « Systematic failures (6.1.7)
- CCF (see Annex F) « Basic safety principles (IS0 13849-2)
- systematic failure (see Annex G)
- If exIsting: software of the above safety- When applicable:
related parts (see 4.6 and Annex J) = Well-tried safety principles (3.1.4.6)
I = Well-tried components (3.1.4.7)
» Software {7 and Annex I)
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5 Safety functions
5.1 Specification of safety functions 5 Specification of safety functions

Identification and general description of the
5.1 safety function

5.2 Safety requirements specification
5.2.1 General requirements

5.2.1.1 General

Necessary information to produce the
5.2.1.2 safety requirements specification

Specification of all safety functions in the
5.2.1.3 safety requirements specification
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Some International Standards applicable to typical machine safety functions
5.1 and
Table 8 certain of their characteristics

Examples of International Standards applicable to typical machine safety functions
Table M.1 and certain of their characteristics

ST [EEMELTENE SERSENE S G (EEUTEmE S iof Senz SelHi Examples of International Standards giving requirements for certain safety

:?'Ialbl e9 f;g;gg?_?;;g% parameters Table M.2 functions and safety-related parameters

5.2 Details of safety functions 5.2.2 Requirements for specific safety functions

5.2.1 Safety-related stop function S Safety-related stop function

5.2.2 Manual reset function SR Manual reset function

5.2.3 Start/restart function SR Restart function

5.2.4 Local control function 5.2.2.4 Local control function

525 Muting function 5.2.25 Muting function

5.2.6 Response time

527 Safety—related parameters 5.2.2.6 Safety-related parameters

5.2.8 Fluctuations, loss and restoration of power sources SR Fluctuations, loss and restoration of power sources
5.2.2.8 Requirements for operating mode selection
5.2.2.9 Safety function(s) for maintenance tasks
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5 Specification of safety functions + Annex M
5.1 Identification and general description of the safety function

SRP/ICSTRITIREMEDEREZ LD LS ITHET Hh.

5.2 Safety requirements specification

REERSHRIIBE LB RED MR
E3RD TS, XM BEMIZTEE)

ﬁf:':s
“F3—1SO 12100IZH > =YROD TR A Y MY R BRI 5 SRP/ICSERETE
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Table 2 — Transition from the risk assessment and risk reduction process according to
IS0 12100 to the SRP/CS design and evaluation process according to IS0 13849-1

Necessary information to produce the

SRS (see 5.2.1.7)

Transformation

Examples of specifications of zafety func-

tions in the SRS (see 5.2.1.3)

results of risk assessment of the
machine or part of it, inchding
hazardous parts

machine operating characteristics,
e.g. intended use

EMETEENCY Operation

descriprion of the interaction of]
different working processes and
manual activities, e.g. repairing

ErEONOMIC aspects

limits of wuse in relation to
environmental conditions

required safety fumctions [examples):

1) inmterlocking function

operating mode (all})

triggering event: opening of a
movable guard

safety-related reaction: zafe torgue
off (5T0) of all movements

PL.d

response time

2] safely limived speed (SL5)

operating mode (manual)

triggering event: Speed is higher
than the specified limit

safety-related reaction: safe torgue
off (STO) of all movements

PL e

response time
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6.2
6.2.1

6.2.2

6.2.3

6.2.4

6.2.5

6.2.6

6.2.7

6.3

Categories and their relation to MTTFD of each channel, DCavg
and CCF

General
Specifications of categories
General

Designated architectures

Category B
Category 1
Category 2
Category 3

Category 4

Combination of SRP/CS to achieve overall PL

12/7/2021

6.1.1

6.1.3

6.1.3.1

6.1.3.2

6.1.3.2.1

6.1.3.2.2

6.1.3.2.3

6.1.3.2.4

6.1.3.2.5

6.1.3.2.6

6.2

6.2.1

6.2.2
6.2.3

2"d DIS

Design considerations
General overview of performance level

Architecture — Categories and their relation to MTTF of each
channel, average diagnostic coverage and common cause
failure

General

Designated architectures — Specification of categories
General

Category B

Category 1

Category 2

Category 3

Category 4

Combination of subsystems to achieve an overall performance
level of the safety function

General

Known PFH, values
Unknown PFH, values
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7 Fault consideration, fault exclusion 6.1.10 Fault consideration and fault exclusion
7.1 General 6.1.10.1 General

7.2 Fault consideration 6.1.10.2 Fault consideration

7.3 Fault exclusion 6.1.10.3 Fault exclusion

6.1.11 Well-tried component

12/7/2021



AR IE B [F]

2" DIS WIE S E

7 A Rk
8 Validation
ZEAMIEISO 13849-2 (JIS B 9705-2)
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10 Validation

10.1 Validation principles

10.2 Validation of the safety requirements specification
10.3 Validation by analysis

10.4 Validation by testing

10.5 Validation of the safety functions

10.6 Validation of the safety integrity of the SRP/CS
10.7 Validation of environmental requirements

10.8 Validation record

10.9 Validation maintenance requirements
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9 Maintenance
10 Technical documentation

11 Information for use

12/7/2021

2nd DIS
11 Maintainability of SRP/CS

12 Technical documentation

13 Information for use

13.1 General

13.2 Information for SRP/CS integration
13.3 Information for user
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Annex A Determination of required performance level (PLr)
Annex B Block method and safety-related block diagram

Annex C Calculating or evaluating MTTF values for single
components

Annex D Simplified method for estimating MTTF for each
channel

Annex E Estimates for diagnostic coverage (DC) for
functions and modules

Annex F Estimates for common cause failure (CCF)
Annex G Systematic failure

Annex H Example of combination of several safety-related
parts of the control system

Annex | Examples
Annex J Software
Annex K Numerical representation of Figure 5

12/7/2021
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Annex A Guideline for the determination of required
performance level

Annex B Block method and safety-related block diagram

Annex C Calculating or evaluating MTTF values for single
components

Annex D Simplified method for estimating MTTF for each
channel

Annex E Estimates for diagnostic coverage for functions and
subsystems

Annex F Measures against common cause failures

Annex G Systematic failure

- G.5 Management of functional safety

Annex H Example of combination of several subsystems
Annex | Examples

Annex J Example of SRESW realisation

Annex K Numerical representation of Figure 12 53
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Annex L EMC immunity

Annex M Additional information for safety requirements
specification

Table M.1 Examples of International Standards
applicable to typical machine safety functions and
certain of their characteristics

Some International Standards applicable to
5.1 typical machine safety functions and
Table 8 certain of their characteristics
Table M.2 Examples of International Standards giving
requirements for certain safety functions and safety-
related parameters

Some International Standards giving
5.1 requirements for certain safety functions and
Table 9 safety-related parameters

Annex N Avoiding of systematic failure in software-
design

Annex O Safety-related values of components or parts of
control systems
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Specific requirements for electromagnetic compatibility are
found in the relevant product standards, e.g. IEC 61800-3
for power drive systems. For functional safety of SRP/CS in
particular, the immunity requirements are relevant. If no
product standard exists, at least the immunity requirements
of IEC 61000-6-2 should be followed.

COEXRIIATIV —14CEAINS
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6.1.3.22 473V —B

Specific requirements for electromagnetic compatibility
(EMC) (immunity requirements) are found in the relevant
product or generic standards. Immunity requirements are
particularly relevant for subsystems. Subsystems containing
active electronic components shall meet EMC immunity
requirements based on the environment as appropriate. For
practical guidance see Annex L.

10.7 Validation of environmental requirements
Where applicable, validation shall address

- electromagnetic compatibility (immunity).
12 Technical documentation

When designing an SRP/CS according to this document at
least the following information relevant to the safety-related
part shall be documented for internal purpose:

d) environmental conditions (e.g. EMC immunity,
temperature, vibration);
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The following routes provide guidance to fulfil EMC immunity measures for an SRP/CS or subsystems.
At least one or more routes should be selected and fully applied:

— Route A: follow the EMC requirements of the relevant product standard (see IEC 61000-6-7:2014,
4.1, 15t sentence). Examples of product standards are IEC 61326 3 1 or 61800-5-2);

— Route B: for PL, a and b, follow the EMC requirements of IEC 61000-6-2;

— Route C: for PL, ¢, d and e implement EMC measures to achieve a score of at least 280 (of possible
400) according to Table "EMC" L.1 (see IEC 61000-6-7, 4.1, Note 1); for PL, e, this route can only be
applied if the requirements of category 4 are additionally fulfilled;

— Route D: follow IEC 61000-6-7 or other generic EMC standards for functional safety.
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Table L.1 — Measures to achieve EMC for safety-related components and other electrical/

electronic parts

Measures to achieve EMC Score?
Safety-related sensors and their harness

application of the measures described in Annex H of IEC 60204-1 and/or IEC 61800-3 10
analog voltage signals, angle encoder 20
shielded and grounded and/or twisted cables for sensors and safety-related input/output-sig-

nals (cable shields are flat grounded in low impedance close to the components)

harnesses and wiring of low voltage DC between components is in twisted pair cabling 10

Safety-related 10 system (central or decentral or integrated in the PLC)
installed in a shielded and bonded cabinet or components in a shielded and bonded housing 20

channels in categories 3 and 4.

calculation.

b The zones can be located inside one cabinet or separated into several cabinets.

NOTE Redundant channels in Table L.1 means functional channel and test channel in category 2 or redundant functional

2 Where technological measures are not relevant, scores attached to this column can be considered in the comprehensive

12/7/2021
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